PHILIPPINE

PORTS
AUTHORITY

BACONG PILIPINAS

AUG 10 2023

PPA MEMORANDUM CIRCULAR

NO. 012 -~ 2023
TO : Al PPA Officials and Employees
Others Concerned
SUBJECT :  Updated PPA Information and Communication

Technology (ICT) Security Policy

1 PURPOSE

This Memorandum Circular (MC) aims to provide a comprehensive
Information and Communication Technology (ICT) Security Framework for
the Philippine Ports Authority (PPA) and extend support to the State’s policy
as envisioned and articulated in the National Cybersecurity Plan 2023.

The PPA ICT Security Policy covers established guidelines, procedures, and
requirements for the compliance of all concerned to effectively ensure the
maintenance of a safe and secure PPA ICT domain as well as to capably
preserve and sustain the Agency's information systems’ operability and

integrity.
2 COVERAGE

This policy applies to all internal and external PPA ICT Users, (i.e., PPA
Officials and Employees, clients, contractors, third-party service providers,
and any other information systems Users).

3 OBJECTIVES
The PPA ICT Security Policy is explicitly designed to:
3.1 Equip PPA's ICT system, services, facilities, and infrastructure with

essential protection and unified management from internal and external
security threats. :

PPA Corporate Bldg., Bonifacio Drive, South Harbor,
Port Area, Manila, Philippines 1018
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3.2 ‘Allcw PPA, its officials, and employees, to send and receive securely via
online transmission of official/confidential information, materlals and‘
documents with sufficient provision for backup storage

3.3 Enable PPA clients to engage securely in onhne busmess transactlcns with
PPA.

34 Ensure uninterrupted and authorized access to PPA’'s ICT systems,
services facilities, and infrastructure. : '

3.5 Capacitate PPA in mamtammg an accurate and up-to-date inventory of all
its technology assets, whether connected to the organization’s network or
not, with the potential to store or process information.

' GENERAL PROVISION

1t is the policy of PPA that each of its officials and employees, as a User of PPA
ICT Services, Facilities, and Infrastructure, as well as the port clientele it serves,
is responsible for the security and protection of the Agency’s electronic
information resources over which he has control. These resources include
networks computers, software, and data. He shau safeguard the resources
against threats such as unauthorized intrusions, malicious misuse, or
unintentional compromise and shall report immediately to the proper authority
any such or similar threats of violation.

DEFINITIONS OF TERMS

To attain a singular and clear understanding of the textual content of the different

Vprovxszans of the PPA ICT Security Policy, the definition of terms used in the

draftmg of this document is adopted and hereto attached as Annex “A”,
PPA ICT SECURITY AREAS OF RE,SPONSIB!LITY

To ensure that PPA ICT security is properly ‘safeigiaarded,g: specific policy
provisions for each area of PPA ICT security are circulated for the awareness
and strict observance of all concerned as mdecated in the attached annexes listed

below: :

ftem " PPA ICTD SECURITY

JANNER | No. ___AREA OF RESPONSIBILITY
B2 ":J_Access Control ~
___C 3 | User Account Management
LD 4 | Server Security |
| E | 5 |DataCenter Security
“F 6 | Database Security
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T ttem ~ " PPAICTD SECURITY

ANNEX .| No. | AREA OF RESPONSIBILITY
: T !nformatzon Classification
8 Request for System Update
9 | Information Security Incident
10 | Electronic Mail
11 | Internet Security

12 | Virtual Private Network (VPN)

13 | Remote Access & Coliaberatxon Tools

14 | Firewall Security

15 | Audit

16 | Acceptable Use of Computer Equ;pment

,o vlo|z gr-x’c-%‘:c'o

| 17 Information Technology (I‘I‘);Asset

7 SPEC!FIC ROLES IN THE PROVISION OF ICT SECURITY

‘:7.1

Information and Commumcatzon Technoiogy Department

ICTD shall be responmbie for establishing, mamtam:ng, and administering
Organization-wide Information and Communication Technology security

policies, standards, guidelines, and procedures. It shall, therefore, be o

respons;ble for activities related to these pohcses such as:

lnformatlon system risk assessment :
Preparation of Information system secunty action plans
_ Evaluation of information security products
Conduct mvest;gatnons into any alleged computed or network security
compromtses incidents, or problems

» & & @

7.141 NeMorleystem Admmistmtor |
Network and Systems Admimstrators shall:

7.1. 1 1 act as information secunty coordlnators and implement
~ appropriate User privileges, monitor access/system control
' iogs related to network admmsstratton ~

’7‘-1‘-1'2 be responsible for reporting all suspicious computer ad

 network security-related activities to the ICTD Manager.

- Whenever system security. has been compromised or even e

o 4}1f there were justn‘“ able reasons to believe it has been
~ compromised, the SystemlNetwork “Administrator
L ccncemed must 1mmedxateiy do any or all of the following:




7.2

7.3

PPA ICT Security Policy......page 4 of 5

7.1.1.2.1 Reassign all relevant passwords.

7.1.1.2.2 Compel every password on the affected system
to be changed at the time of the next login. If this
were not possible, a broadcast message must
be sent to all Users instructing them to change
their respective passwords.

7.1.1.2.3 Review immediately all changes to user
privileges taking effect since the time of the
suspected cnmpromlse for any unauthorized
modifications. :

7.1.1.2.4 May su3pend system usage until the extent of the
compromise has been identified and addressed.
The Administrator will also declare if the affected
system has been deemed safe and secure to
use again after completing such activity.

Responsibility Center (RC) Heads

All RC Heads shall be responsible for ensuring that appropriate
Information and Communications Technology security measures are
observed in their respective areas. They shall also be responsible for
ensuring all users within their respective jurisdictions are aware of and in
compliance with PPA’s security policies. .

Users

Users shall be responsible for complying with the herein-stated policies
and all other PPA policies defining computer and network security
measures. They shall report immediately te ICTD any violations of said
policies and associated procedures.

- REPORTORIAL OBLIGATIONS

8.1

8.2

8.3

it shall be the obligation of every PPA Official and Employee to report to
ICTD any violations of the guidelines and procedures set forth in the PPA
ICT Security Policy.

it shall also be every PPA Official and Employee’s responsibility to report
any possible threat to the security, unauthorized intrusion, malicious or
unintentional compromise of the PPA ICT resources, including actual or
verifiable suspicion of loss or disclosure of sensitive and/or confidential
information or data.

PPA Users sh‘all‘ natify immediately the ICTD of any unusual systems
behavior such as but not limited to missing files, frequent system crashes,
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m!srouted messages, corrupted andlor tampered data, and other similar
_ocecurrences. ;

VIOLATIONS OF POLICY ‘
Any violations of the provisions set forth in this PPA ICT Security Policy sha"’

not be tolerated and, after extensive investigations, may be considered cause
for disciplinary action.

REPEALING CLAUSE
Allissuances inconsistent with the provisions of th:s Memorandum Circular have

hereby modified accordingly. This Memorandum Circular shatl take effect
immediately.

For implementation, guidance, and compliance.

"R. SANTIAGO

Manager



Annex A

DEFIN!T!ON OF TERMS

To attain a smgular and clear understanding of the textua! content of the
different provisions of the PPA ICT Security Policy, the definitions of terms used
in the draftmg of this document are, thus, adopted as follows

TERM

DEFINITIONS ~

Server

Active Directory

“A computer that securely stores user credentials such

as login/usernames and passwords. The data contained
on this server is used to authenhcate credentials |
whenever a user logs in.

Anti-Virus

A software application designed to identify and remove

known or potential computer viruses or similar malware
before it can infect a computer system or network and
potentially damage stored data or even any attached |
electronic device.

Backup Log

| An official record of the process of duplicating data to
| allow retrieval of the duplicate set after a data loss.

Circuit

Frame Relay, or via Virtual Private Network | |

In the context of network topology, this refers to the
method of network access, whether it is through
traditional Integrated Services Digital Network (ISDN),

(VPN)/Encryption technologies

Cloud Storage

a method of storing data and files on a logical pool of
'storage media provided by a number of electronic

 various locations within the cloud network. User access |

“most common form of access), or via dedicated private

A form of electronic storage that provides System Users

devices across a computer network. From the User's |
point of view, its files are stored and grouped in one
container, when in actuality such files are stored in
to such files is provided via the Internet (which is the

networks.

Collaboration
Tools

An application that can support at least two Users and
provide methods to access common files and functions
and work at the same time on the same file or function.

: | Credentials |

E Data or information which is used and presented durmg i

o User Credentxals and can be used for authentication.

initial access on an electronic system for User |
authentication. The most common forms of user |
credentials are Usernames, Login IDs, and Passwords.
Some information such as usernames and login IDs are
unique for each User. Biometric information such as |
fingerprints and retina patterns are also other forms of

PPA ICT Security Policy.......Page 1 of 45



TERM DEFINITIONS

Cybersecurity | Cybersecurity is formally defined as ihdicated below:

1. The ability to protect or defend an enterprise's use of
cyberspace from an attack, conducted via|
‘cyberspace, for the purpose of disrupting, disabling,
destroying, or maliciously controlling a computing
environment/infrastructure; or, destroying the integrity |
of the data or stealing controlled information (as
defined by the Committee on National Secunty
Systems (CNSS—4009)

2. The process of protecting information by preventing;
detecting, and responding to attacks, (according to
the National Institute of Standards and Technology or
NIST).

3. Also termed cyberspace security, which refers to the
preservation of confidentiality, integrity, and
availability of information in Cyberspace, (as defined
by the International Organization for Standardization

orI1SO)

Cyberspace | As defined by the ISO, it is the complex environment

: : resulting from the interaction of people, hardware,
software, and services on the internet by means of
technology devices and networks connected to it, which
‘does not exist in any physical form.

Data Center | A restricted facility is used to host computer systems
|and its associated components, such as
telecommunications (server) and storage systems. It |
generally includes redundancies such as backup power |
supplies, and data connections, environmental controls |
(such as air conditioning, and fire suppression), and
various levels of security devices for personnel access.

Electronic Mail | The digital equivalent of postal mail, it is a method of
or Email communication that allows stateful transmission of
messages between -electronic devices across a
computer network. :

Encryption It is the process of encoding mformatton from its original
g form, known as plaintext, to an alternate form known as
ciphertext via a specific mathematical algorithm. In
order to restore such information in its original form, the |
‘same specific mathematical algorithm will be used to |
‘ decode the message. These mathematical algorithms |
| are known as ciphers, which has a functional |
| equivalence of a key in the physicat world.

‘ Execufable Filé An electronic file that contains a program or application

‘that is capable of being executed or run w:thm a

- PPA ICT Security Policy......Page 2 of 45



__TERM

DEFINITIONS

computer. These files will then allow an apphcataon to
perform its specified operations or tasks.

File
Synchronization

A process in which files that are stored in two or more
locations are constantly updated in the same way in
order to maintain consistency.

Firewaﬂ

protect a computer network from unauthorized access

In the context of computer security, it is a combination
of hardware devices and software applications that

and intrusion. It also allows which user or application
can access the network and works in conjunction wrth a
network gateway (see definition below).

Gateway

It is a network device or software service that acts as a
border point between one computer network to another.

Information and
Communication
Technology
(icm)

'The totality of the means employed to systematically
collect, process, store, present, and share information.

“methodologies, processes,

it encompasses computers, telecommunications, and
office system technologies as well as accompanying
rules, and conventions;
(SOURCE: NCC Memo Circular 2001-01: Guidelines in
Leasing Hardware, Software, Network and Solution
Based Information & Communication Technology (ICT)
Resources).

Information
Security
Incident

| attempt, successful or unsuccessful access to any

A malicious activity or event where there is a suspicion,

operation, service, or device that involves information
technology. Such incidents can result in unauthorized
access, use, disclosure, modification, dissemination, or |
destruction of information.

Inter hosting

A third-party business that prowdes file hosting and
maintenance services for one or more of its clients,
usually for website content.

Internet

protocols. The Internet has a vast range of information,

| public,
‘| networks with local to g!obal scope.

In its basic term, itis a portmanteau for "interconnected
network”, or multiple smaller electronic networks
connected into a singular, larger network.

If defined in its modern context (and in its more formal
and capitalized form, "Internet"), it is a global connection
of various computer systems and networks linked by a
broad array of electronic network technologies and

resources, and services, provided by various private,
academic, commercial, and government
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TERM

DEFINITIONS _

Internet
Services

These are electronic services provided within the
Internet that are accessible through other devices
across the network. Common examples of Internet
services are the World Wide Web (WWW), the Domain
Name System (DNS), Internet telephony and video
streaming, instant messaging, and social networking
services.

Intrahet

A smaller computer network designed for organizations
and their respective members/personnel.

Mailbox

In the context of emalil, it is a software storage space
provided for each email user to contain electronic
messages.

One Drive

A commercial cloud storage service that was launched
by Microsoft in 2007, under the “Azure” tradename. As
of 2023, it is one of the “Big 3” cloud services along with
Amazon Web Service and Google Cloud with a global
reach.

Operating
System

| This software is responsible for the management of

Commonly abbreviated OS or O/S, it is a software
interface between the computer hardware and the user.

computer resources and coordination of multiple
activities that are performed by the device. It also acts
as the host for other computing applications (commonly
known as “programs”) by providing a platform to operate
or execute as such.

 Remote Access

- control of its resources.

It is the ability or function to access a computer or an
electronic device from a different location and gain

Removable
Medium

A form of physical electronic storage device that is
designed to be mounted/attached and removed from a
computer even while the device is still running.
Examples of removable media are external hard disk
drives, portable solid-state USB drives (commonly
known as “flash drives”, “USB drives” or “thumb stick
drives”,) and optical media such as CDs and DVDs.

Risk

Itis the condition or exposure to the chance of injury or
loss. in the context of cybersecurity, it is a condition or
factor that could affect the confidentiality, availability, |
and integrity of an organization's information assets and |
electronic systems.

Router

In the context of computer networks, it is an electronic
device that joins multiple networks together. '

Security Log

| occur on a computer system, network, or application. It
is used to track security-related information on a
| computer system. Examples of security logs include

A record of security-related events or incidents that

access logs, error logs, and event logs.
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TERM DEFINITIONS

Sensitive A kind of knowledge or data that is of high value or

Information regard by its owner or source, and any adverse event
, on such data will have dire consequences.

Server ~ |Inthe context of computer networks, it is an electronic

device that manages network resources with such

examples as storing files, managing electronic devices
such as printers, managing network traffic, or
processmg database queries

Spam It is a derogatory term for any unsolicited bulk or junk

: email. This may include chain letters, items for
sale/advertisements, get—nch-quzck scams, or any other
unwanted e-mails.

SSL VPN it is an abbreviation for Secure Socket Layer Virtual
Private Network. It is a network protocol that enables
computing devices such as laptops, desktops, and
mobile phones to establish a secure remote access
connection that uses an internet connection. Once a
secure connection was made between two devices, the
User will now have access to the available resources in
| the destination network.

| Third-Party In legal terms, it is a Iabél to an entlty or orgamzat:on
that is incidentally or contractuaﬂy mvolved to an activity
or undertaking.

In the context of PPA cybersecunty these are entities
that are contracted by the Agency to provide solutions
or services to address various ICT issues and concerns.
These entities are also known as contractors, vendors,
system integrators, or application service providers.

User | In the context of information technology, it is the process
Authenticatmn of establishing identity and verify a user's permission
level to access an electronic device or a computer
network, through the use of the ass;gned User

Credentials. :

Web Browser software used to access websites on the Internet.
: Examples are Google Chrome, Microsoft Edge, Mozilla

Firefox, Apple Safari, and Opera.
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kAnnex B

ACCESS CONTROL

PPA ICT Services, Facilities, and Infrastructure shall be accessed for official
business purposes only and should not be used for any unlawful or unauthorized
activities or for any personal and financial gains by both its authorized internal
Users, (officials and employees), and external Users, (clients and other interest
groups). '

The exercise of I|T-related access control in PPA currently covers two
respon'sibilities areas, namely: ICT Systems and ICT Netwcrks The pertment
provisions in this regard are as follows:

241

Access to ICT Systems

Access to PPA ICT Systems, inclusive of all electronic information, shall
be appropriately secured against breaches of confidentiality and integrity
of information or interruptions as to their availability. The access
mechanism must incorporate credential authentication controls using a
unique Username/User ID and Password assigned to each authorized
User. The following guidelines are, thus, provided:

211

21.2

213

214

215

- 216

A single sign-on ‘approach will be adopted for all in-house

developed systems.

‘Naming standards and conventions shall be observed and

documented for each application.

Users shall be responsible for all activities, known or unknown,
related to the use and safeguarding of their respective login
credentials.

A duly accomplished and signed User Account Request (UAR),
(see Annex A - ICTD Form 001), must be submitted for all requests
concerning authorization on the corresponding roles/privileges for
a new Username/User ID. These forms, as with the case of ICTD
Forms 002, 003, and 004, are downloadable from the PPA website
at https://iwww.ppa.com.ph.

Anonymous and guest credentials (Guest Usernames or User IDs)
shall not be allowed.

Passwords must be sufficiently complex (avo:d names, places,
birthdays, company slogans, dictionary words, among others. yand

must bear/comply with the following:

2.1.6.1 The minimum password iength employed on all accounts
should be e;ght alphanumeric and non-aiphabetvc
~ characters (numeric or symbol).
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21 6 2 The system shall require password changes fcr a minimum
period of one month and a maximum of six (6) months.

2.1.6.3 Passwords must also contain at least one uppercase and
one lowercase character

2.1.7 Users shall change their password immediately after the first
' successful login into the system, and dunng a Password reset
L request ,

2.1.8 User password must not be scnpted nor hard-coded (i.e., placed
in a function key, macro or using “Save Password on next
connect”).

2.1.9 Users shall change their passWdrds immediately in case it has
' been compromssed and lmmedtate!y report such incident to ICTD for
issue trackmg

2.1.10 Users shall neither ask nor disclose passwords for any accounts
' or systems that are either owned or managed by the PPA.

2.1.11 Users must be cautious in writing down passwords and leaving

' them exposed which lead to its discovery. It is suggested that

written passwords and other credentials should be safely stored in

- a non-public location. Never write down passwords or other login

Credentials on small notes and put on display such that it can be

easily misplaced or glanced in a public place (i.e.: postit notes
~attached on a monitor or on a desktop PC)

2.1 12 All default user credentlals provided by software or hardware must
be changed once :mplementedldeployed on productron systems
or development systems attached to the network or intemet.

2.1.13 Users and System Admrmstrators who mamtam multiple accounts
must use different passwords for each account.

2.1.14 The number of consecutive unsuccessful access attempts will be
limited to only three. Once locked out, only the System
Admmrstratcr can unlock the account.

2.1.15 All User Login actmtles shall be automattcauy audrted by the
system. Recorded data shall include date and time of the last
successfu! login and the Username of the User '

2.1.16 Users shall not leave unattended any PPA electronic device
T current!y connected or in active session. The negligence for
unwarranted access thereto shall be a ground for disciplinary
 measure agarnst the user and the personnel accessmg it without
,authonty - s ,
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2.2

Access to ICT Network

221

222

223

224

225

226

227

228

229

Only authorized Network Administrators shall perform all of the
necessary network configuration activities. Access to all network
devices shall be strictly limited to authorized technical personnel
only unless unrestricted access is granted to - an
external party after approval of and under direct supervision by
ICTD. :

‘,A properly accomplished and signed RSU Shuuld be submitted ‘to‘

the Operations Resources and Services Division (ORSD) for all
changes to computer networks, including, but not limited to loading
new communications software, changing network addresses, and
reconfiguring routers. All emergency modifications in the network
must only be made by and reported immediately to authorized
ICTD personnel and Network Administrators.

All internal network devices, (i.e., routers, firewalls, access control
servers, etc.), shall have its respective unique passwords keptin a
secure encrypted form or other access control mechanisms.

PPA’s information and communication systems shall restrict

' access to the computers, devices, or software that users can reach

over the PPA's networks. These restrictions shall be implemented
via routers, gateways, and other network devices.

Devices considered or known generally for undesirable/malicious
or potentially damaging transmission are to be blocked from
access to the PPA network.

The PPA reserves the right to audit networks and systems on a

periodic basis to ensure compliance with the above-stated policy.

The Network Administrators shall maintain a current inventory of
PPA’s network facilities including network phones, intranets, and
internet. All interfaces between PPA and third-party networks shall
be secured according to the requirements of the external access

‘procedure (see Section 6.13 of the PPA ICT Security Policy).

All connections to the internal computer data network shall employ
User Authentication.

Firewall(s) must be in place such that access to connected systems
shall be restricted to authorized users only. All devices hosted on
or connected to the PPA network must meet the security
requirements of this policy and associated policies and procedures
of the ICT Security Framework (Section 6.12).

2210 Rcuters hubs, modems, and other networkmg hardware should be

strategically to avoid tampering by unauthorized personnel.
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2211

The ICTD System Administrator shall disable the user account
(corporate email, computerized systems, domain etc.) of PPA
personnel who were transferred to another unit as well as those
who are no longer connected with the PPA due to retirement,
resignation, termination, extended leave of absence, or absence
without leave (AWOL). Systems/network access rules may be

cautiously revised/modified in ‘QOnsideration of business

o ~‘needsldjemands.
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Annex C

USER ACCOUNT MANAGEMENT

This is a critical component of system administration within an organization. The
User Account, which is comprised of various User Credential elements, is
designed to provide permission and access levels to various PPA’s ICT Systems
for completing tasks such as launching software applications, creating new
documents, or even accessing the Internet. Essentially, these tasks are user-
specific and affect onty the user who is logged on to the system or network.
Unless the user is given the authorization to do so, these functions, generally,
do not include system-wide changes such as the installation of new applications
or modifying critical settings. Regardless of the purpose of a particular User
Account, there are security-related considerations that should be observed, as
outlined below, to ensure PPA of the proper maintenance and security of this
area of responsibility:

3.1 Foraccess to the PPA network domain, corporate email, and various PPA
computerized applications, new users shall submit an accomplished and
signed UAR to the ICTD Helpdesk, which will be the basis for evaluating
access as specified in the request.

3.2 For modification of an existing User Account in a PPA computerized
application (i.e.. addition, deletion, or change of role, task, or
site/location), the User shall submit a duly accomplished UAR and RSU.
These documents will be used as references for approval or rejection as
specified for such requests.

3.3 Administrative or “Super-User” accounts shall be very limited in number
and distributed only to authorized PPA personnel.

3.4 Users with administrative accounts shall only use as such for elevated
activities within the system, such as (including, but not limited to)
performing system-wide changes or add/modify/deactivate available
system functions. This account should only be used for administrative or
troubleshooting activities.

3.5 User Accounts and Passwords shall be distributed to requesting
personnel in a direct and secure manner.

3.6 Authorized ICTD personnel shall annually conduct user cleanup on PPA
Computerized Systems to validate User Accounts and privileges and
apply any necessary action.

3.7 Authorized ICTD personnel shall periodically validate User Accounts and
privileges on Microsoft Exchange (Email). A license shall be revoked for
any inactive account to be redistributed to new users.

38 Accountability and traceability to individuals shall be maintained for all
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3.8
3.9

3.10
3.1
3.12
3.13
3.14

3.156

3.16
3.17

3.18

319

privileged system cammandslactions on critical systems.

Users shall be notified that their actions may be momtored and recorded

when using PPA systems.

Users shall not use any other User's account w:th or without the User’s

permission.

ICTD shall configure systems to issue a log entry and alert when an
account is added to or removed from any graup-assrgned admmtstratwe
privileges. : :

Logglng of privileged account actions and relevant security events shall
be employed on all systems including sufficient data to support security
audits, (e.g., User login information, access to pnvnleged resources, and
changes to production information).

Audit logs containing security-relevant events must be retained offline for
a period of one year.

Audit logs shall be resistant to attacks including attempts to deactivate,
modify, or delete the logging software and/or the logs themselves.

Mechanisms for time synchromzahonforaccurate'!oggmg of events on
the network shall be employed and managed.

Monitoring of static web pages shall be empfoyed to ensure that web page
defacement attempts are corrected in real-time.

‘The right cade of conduct of decency and courtesy in using shared

resources over the network must be observed by officials and employees
of all departments.

‘Permission in writing must be obtained from the Manager in case of urgent

need to access the department's specific network resource such as

file/folder.

It is the user’s responsibility to ensure that files/folders are shared only to |
the intended recipient/s. Department heads must be aware of these
shared network resources to properly adwse their personnel on sharmg :

wtal or confidential informatxon

Anyone with knowledge of violations or suspected violations as regards
user access whether on shared or non—shared resources must report this
information to ICTD.
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- AnnexD

SERVER SECURITY

‘This area of concern is a very important part of orgamzananal computer security
since most operatconai and financial data are stored in servers that could be
compromised if servers are not properly configured, updated, and monitored. The
firm implementation of pertinent policies is, therefore, necessary to provide basic
standards for servers and network equipment to keep them secure at all times.
Hence, stringent compliance with this policy will help avert security incidents, data
breaches, and possible damage to the organization. The specific PPA policy
provisions on this aspect of ICT Security are as follows:

4.1

4.2

43

4.4

45

4.6

4.7

Servers shall be documented with the following minimum information:
4.1.1 Server contact(s) and location, and a backup contact;

4.1.2 Hardware and Operating System/Version; and

4.1.3 Main functions and applications, if applicable.

Most recent security patches must be installed in the system except when

immediate application would interfere with business requirements.

Standard security principles of the least required access should be used in
performing a function.

Avoid usmg accounts with elevated privileges when performmg standard
day-to-day system functions, when a regular User account can perform the
required functions. Such privileges are reserved for system troubleshooting
or under extreme circumstances.

For practical purposes, services and app!ications not in use must be readily
disabled.

- Trust relationships between systems are identified security risks. Resorting

to such must be avoided when other methods of communication are
available. ‘

Servers should be physically located in an access-controlled environment

such as a Data Center, which requires a much greater level of security and
control than normal office spaces. '
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-~ Annex E

. DATA CENTER SECURITY

‘The overall ;main‘tenance of the 'PPA Central Facility Data Center's physical
security is the responsibility of the ICTD Manager, who shall ensure full
compliance with the following. ‘

5.1  The following procedures apply in granting access to the Data Center:

511

512

Only PPA Responsibility Centers (RCs)/  Contractors/
Companies/Government Agencies with legitimate business at the
Data Center may request access to the said facility.

Upon approval by the ICTD Manager, the designated Operation
Resources and Services Division (ORSD) personnel will
immediately direct the requesting entity to accomplish an online
registration form thru a QR Code or link. After the registration, the
QR Code/link will issue a Guest ID that the requesting entity shall
use as ID in filling out the Online Logbook for CF Data Access.

The guest/visitor is then accompanied by the assigned ORSD

- personnel and informed of the CF House Rules before entering the

513

PPA CF Data Center.

Access permission commences and ends based on the specified
duration period granted by the ICTD Manager per approved access
request.

5.2  The following rules apply regarding access lével to the PPA Data Center:

52.1

522

523

General Access — granted to persons authorized to have free
access to the Data Center, such as designated ICTD personnel
whose job responsibilities require unrestricted entry into/exit from

‘the area. :

Limited Access — granted to persons who.do not qualify for

‘General Access but have legitimate business in the Data Center

that justifies their unsupervised access to the said area, such as in
the case of Administrative Services Department (ASD) personnel
designated to undertake maintenance services of telephone
faciliies in the switch/hub room. Persons with Limited Access

~cannot authorize others to be granted unsupervised access to the
~ Data Center. S ' o
‘Escorted Access — a closely monitored access provided to
- persons with needs for infrequent access to the Data Center due

to legitimate commitments to be delivered. The incidence of
“infrequent access” is generally limited to less than 15 days per
year. Permission to this type of access is only granted by the

e Operations Resources Services Division (ORSD) Manager or his

~ authorized representative. Persons given Escorted Access must

be under the direct supervision of a person with General Access




5.3

5'4 :

standmg They must provide posmve identification upon demand
and must leave the area when requested to do so.

Once the ICTD perscnne! who has authonzed access to the Data Center
terminates his employment or transfers to another RC), his access nghts to
the Data Center shall be automatically revoked/canceled.

To further ensure secunty maintenance of the Data Center, all doors are
equipped with an automatic door lock system and an alarm feature that is

triggered after leaving the door open for 10 seconds. The authorized

designated ORSD personne! may only temporarlly open the door for
periods not to exceed what is minimally necessary by settmg the alarm
system in order to:

54.1 Allow ofﬁmatly approved and logged access (entrylexrt) of
- authorized individuals.
54.2 Increase airflow into the Data Center in case of an air conditioning
failure that at times might need to prop open the facility’s door. In
this kind of situation, the personnel with General Access must be
present and should limit access to the Data Center.

5.6 The following infractions against the Data Center’s physical secunty shall

5.6

- immediately be reported to the ICTD Manager

551 In case of warranted violation, (e. g., emergency, imminent danger,
etc.), the port police/security guard should be notified by the
~ authorized ICTD-ORSD personnel as soon as reasonably

- possible.

5.5.2  Any unauthorized access to the Data Center must be reported
immediately to ICTD-ORSD.  The unauthorized
person/transgressor should be readily escorted out from the Data
 Center. A full written Incident Report should be immediately
submitted to the ICTD Manager and the appropriate Security
Office.

The ICTD personnel, with General Access to the Data Center, is obligated
to monitor the area and cause the removal of any individual who appears

 tobe compromising either the security of the area and attendant activities
~ therein or who causes disruption to its operation. Itis parttcutarly crucialthat

the designated personnel take the utmost m:tiatwe in monrtonng ande
mamtammg the secunty of the Data Center. :
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Annex F

6. ‘DATABASE SECURITY

6.1

6.2

6.3

6.4

Database accounts shall mtegrate authent:cation with the
operating system. Non-technical Users shall have no direct access
to the operating system shell. A menu-dnven facility shall be made
avadable to non-technical Users.

Access privileges of Users shail be on a role-based scheme
wherein Users have access to resources based on the User's role.

' Each User may be assigned one or more roles, and each role may

be assigned one or more access pnwleges

Any request for the creation of a database link on the production
servers shall require the a;&provat af the ICTD Data Base
Administrator.

A User allowed to grant roles and pnvﬂeges shall not grant, in any

manner, his/her existing system privilege to other Users w:thout the

‘approval of the ICTD Data Base Administrator.
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INFORMATION CLASSIFICATION

Annex G

All PPA Officials and Employees shall share in the responsrbmty of
“ensuring that corporate information assets receive an appropriate level of
protection by observing the following Information Classification policies:

Managers or information ‘owners’ shall be responsible for
assigning classifications to information assets according to the
standard information classification.

7.1

7.2

7.3

embeddeci in the information itself.

All PPA Employees shall be guided by the below-given matrix on
Information Category in their secunty—related handling of the

Agency’s information:

- Whenever practicable, the information category shall be

Information

to approved

from external
Unauthorized

access.
access

| could compromise PPA’s

operational

‘effectiveness, cause an

important financial

|loss or cause a major |

drop in customer
confidence. Information
integrity is vital.

internal |
access and protected |

Category Description Examples
Public/Unclassified | Information  is  not | e Brochures
: | confidential and can be | ¢ Information
made public without any | available in the
implications for : public domain,
PPA. Loss of availability including
due to system downtime | publicly
is an acceptable risk. available PPA
Integrity is important but | website areas.
not vital. Downloadable
Forms
Reports/Data
required by
regulatory
. authorities
Proprietary Information is restricted Passwords and

information on|

PPA’'s security

procedures
 Standard

Operating

“Procedures

used in all parts |
of PPA's
business
systems.

PPA’s
developed
software code

Data

Chent Ccnﬁdennal

Information received

from clients in any form

e Client's Data
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for processing in
production by PPA. The
original copy of such
information must not be

changed in any way
| without

written
permission from
clientt ~The  highest
possible levels of
integrity, confidentiality,

and restricted availability

are vital.

the |

e Electronic

transmissions
from clients

Company
Confidential Data

Information collected and
used by PPA in the

conduct of its business.

This includes personal
data from employees.

Access  to  this
information  is  very
restricted  within  the
company. The highest
possible  levels of
integrity, confidentiality,

and restricted availability
are vital.

e Salaries

and
other personnel
data :

e Accounting data

and internal
financial reports

¢ Confidential

~customer

‘business data

and confidential |

contracts

« Non-disclosure

agreements
with
clients/vendors

| « PPA’s business |

~ plans
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REQUEST FOR SYSTEM UPDATE

Annex H

The creationffiling of a Request for System Update (RSU) is requisite in
facilitating system maintenanceffine-tuning and/or change in the
Application System that includes Reference Data, System Development
and Maintenance, and System Administration.

The nature of issues encountered in the use of PPA systems and

8.1.

services is generally of two types, n:amely:

8.1.1 Program/Module Creation/Update-Related Issues

8.1.1.1  Inthis kind of request, particular procedures are
done through any of the following three layers
of the support process/task:

8.1.1.1.1 First-Level Support

81.1.1.11

8.1.1.1.1.2

8.11.113

81.1.1.14

ICTD Helpdesk
receives Incident
Report/query by
phone call,

email/chat, and/or
facsimile from PPA
User.

If Incident Report
were received by
phone call and can be
easily resolved,
Helpdesk readily

- provides the

appropriate solution.

After having provided
the first level support
to the PPA User
concerned, ICTD
Helpdesk then logs
the valid Incident
Report as  User
Support Request

(USR).

ICTD Helpdesk shall
conduct further task
of monitoring by
coordinating closely
with the PPA User
concerned, verifying
the workability and
effectiveness of the
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recommended
solution.

8.1.1.1.1.5 ICTD Helpdesk shall
' ~ close the USR as
“‘done”  if the

recommended
solution has been
~ verified as workable
~ and effective. The
PPA User concerned
is given a maximum
~of three days to
- respond to the
~ verification process
and if no response
were received after
 the said given period,
ICTD Helpdesk shall
consider the USR as

, : ; “closed”.
8.1.1.1.2 Second Level Support — if the issue
‘ remained unresolved at the First
Level Support, ICTD Helpdesk shall
then escalate the matter to this level
of support, which comprises the
PPA  Implementation  Support
Team, (e, Application
Development  Team, Data
Conversion Team, Technical and
Operations Team).

- 8.1.1.1.21 PPA Implementation
‘ Support Team shall
~conduct further
incident analysis and
~investigation.
8.1.1.1.22 Once the
- recommended '
solution has been
determined, the PPA
Implementation
Support Team shall
~ prepare the RSU for
submission to the
ICTD Helpdesk to be
logged on by the latter
: as USR.
8.1.1.1.23 PPA Implementation
~ Support Team shall
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~ then implement the

8.1.1.1.24

8.1.1.1.25

recommended

- solution.

ICTD Helpdesk shall
inform the PPA User
concerned of the

~ implemented solution.

ICTD Helpdesk shall
close the USR as

“done” if  the

~ recommended
~ solution has been
verified as workable

and effective. The
PPA User concerned
is given a maximum
of three days to
respond to the

verification  process
and if no response

were received after

the said given period,

ICTD Helpdesk shall

~ consider the USR as
“closed”.
8.1.1.1.3 Third Level Support - if the problem
were yet unresolved at the Second
Level Support, it is then elevated to
“this last level of support, which is

the External

Support Group (i.e.,

~ PPA Consultants, Network/Internet
Providers and Oracle Support

Group).
8.1.1.131

The External Support

‘Group shall further

investigate the issue
at hand to come up

~with ,, : thé,

811132

recommended

- solution.

PPA Implementation
Support Team shall

validate the
workability and
effectiveness of the
recommended

- solution.



8‘.1‘.1‘,‘1.,3;3

Once validation is

completed, the PPA

 Implementation

Support Team shall

~ prepare the RSU for

~ logged on by the latter

8.1.1.1.3.4

8.1.1.1.35

8.1.1.1.36

submission to the
ICTD Helpdesk to be

as USR.

PPA Implementaton
Support Team shall

then implement the
recommended

solution.

ICTD ‘Heipdesk shall
inform the PPA User
concerned of the

implemented solution.
ICTD Helpdesk shall

close the USR as

“done” if  the
recommended

solution has been
verified as workable
and effective. The
PPA User concerned
is given a maximum
of three days to
respond to the
verification  process

~and if no response

were received after
the said given period,
ICTD Helpdesk shall

~consider the USR as

811137

“closed”.
Otherwise, when no
~solutions

recommended at this
level can effectively

‘address the standing

issue, the PPA

Implementation
Support Team then

elevates the matter to
the ~ Application
Development and
Support Division -
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8 1.2 SeMJp Data-Related lssues

8121

8.1.2.2

ICTD,';'Manager for
- further advice/plan of
action.

This type of concern usually covers the fellowmg

areas:
8.1.2.11
8.1.2.1.2

'8.1.21.3
"&1214

81215
8.1.2.16
81217
81.2.18

Vessel Registration ,

- Customer Registration

Vendor Registration

‘Chart of Accounts
_ Tariff Rates

Port Site |
Commodity Registration |
User Account

- Registration/Updating in the
- iIPORTS/Oracle System .

Steps to be undertaken for this kind of concern
are as follows:

8.1.2.21

8.1.2.2.2

The PPA User concerned shall
accomplish the RSU Form, which

may be secured personally from the

ICTD Helpdesk or downloaded from
the PPA  website  at
WWW. ppa,ccm.ph‘. , ,

Once accomplished, PPA User .

concerned shall submit the RSU,

including pertinent  documents

submitted by the Port Users,

Contractors, and  Third-party
service providers among others as

gnven below per type of concern
~area to the designated ICTD
personnel either through email at

helpdesk@ppa.com.ph or handed‘_

 over to the helpdesk on duty.

e Vessel Registraton -

accomplished  Vessel

Information Sheet (VIS) Marina

Certificate for the domestic

vessels, or International
Tonnage Certificate (ITC) forthe
~foreign vessels. ~

e Customer o Registration e
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; accompllshed ~ Customer

~ Registration Form, BIR 2303
and sample OR issued by the
customer. ~

e Vendor Regi‘stration -
‘accomplished Vendor
'Registration Form, BIR 2303
 and sample OR issued by the

customer
. Vendor Regzstratlon (PPA
Employee) —~ accomplished

Vendor Registration Form with
TIN ID (BIR 2316 if TIN ID is not
~ available) ;

e Chart of Accounts - List of Chart

of Account from COA/Additional

~Account from Controllership, if
available

o Tariff Rates — Schedule of
~ Restructured Cargo Handling
-~ Tariff from CsD

. Port Site — accomplished Port
Code Template (to be obtamed
from [CTD via email
~downloaded from the ‘PPA'
-~ website)

e Commodity Registration - List of
Purchase Order Items to be
“added to the database

s User Account
, RegistratlonIUpdatmg -
- accomplished User Account
Request (UAR) Form (to be
obtained from ICTD via email or
downloaded from the PPA
. website) :
8.1.2.2.3 If the documents were submitted as
: ~_complete, the ICTD Helpdesk shall
validate them in the iPORTS/Oracle
System. If found to be incomplete,
the ICTD He!pdesk shall advise the
PPA User concerned regarding the
: - required lacking documents. ‘
81224 When the submitted documents
~~ have been validated as complete,
 the ICTD Helpdesk shall ask for
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8.1.2.2.5
81226

8.1.227

confirmation from the PPA User on
the changes to be made in the
iPORTS/Oracle System.

" The appropriately designated ICTD

personnel shall then register/set up/

update the corresponding/affected

record in the iPORTS/Oracle
System. ~

Once the above-mentioned task
has been properly executed, the
ICTD Helpdesk shall log the RSU
as USR in the Helpdesk System.
ICTD Helpdesk shall then inform
the PPA User concerned that the
requested changes/updates have

been successfully carried out in the

iPORTS/Oracle System.
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Annex 1

INFORMATION SECURITY INCIDENT

The systematic and expeditious handling of Information Security Incidents
is crucial in minimizing their impact on the confidentiality, integrity, and
availability of the Agency’s systems, applications, data, and network
infrastructure. It is essential that such information is promptly
communicated to appropriate PPA Officials for early resolution. While
information security incidents are not always preventable, proper
procedures for incident detection, reporting and handling, combined with
education and awareness, can minimize their frequency, severity, and
occurrence of potentially negative individual, operational, legal,

- reputational, and financial consequences.

9.1  Examples of iInformation Security Incidents are as follows:

9.1.1  Computer system intrusion. with specific examples such
- as electronic packet inspection (wired or wireless), SQL
injection, or brute-force attacks.

9.1.2 Unauthorized or mappropnate disclosure of sensitive
“institutional data.

9.1.3 Suspected or actual breaches, compromises, or other
unauthorized access to PPA systems, data, applications,
or accounts.

9.1.4 Unauthorized changes to computers or software.

9.1.5 Loss or theft of computer equipment or other data storage
devices and media used fo store private or potentially
sensitive information, (e.g., laptop, USB drive, personally
owned device used for work-related needs).

9.1.6 Denial of service attack or an attack that prevents or
impairs the authorized use of networks, systems, or
applications.

9.1.7 Interference with the intended: use or
inappropriate/improper usage of information technology
resources.

Exceptions: Occurrences involving mcndentai access by PPA
Employees or other trusted persons in which no harm is likely to
result are not usually considered as Information Security Incidents.

9.2  Types of Information Security Incidents are given below:

9.2.1 Serious — one that may pose a substantial threat to PPA
resources, services, and/or confidentiality of stakeholders’
personal/business profiles. An incident is categorized as
senous ifit meets one or more of the following criteria:
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9.3

94

. 944

922

9211 involves poténtnal | accidental, or other
unauthorized access or disclosure of sensltwe‘
rnst:tutnonal lnformatmn

9.2.1 .2 Involves legal issues, mcludmg cnmmal alctwrty
~ that may be used as the basis for litigation or
regulatory investigation purposes :
9.2.1.3 Causes severe disruption to mrssron-t,ntrcal
services

9214 lnvolves actwe threats

9215 Widespread

9.2.1.6 Likely to be of public interest
9.2.1.7 Likely to cause reputational harm to PPA
Sensitive — involves unauthorized disclosure that may

‘bear serious adverse effects on PPA’s reputation,

resources, services, or to individuals. Information
protected under government regulations due to
proprietary, ethical, or privacy considerations will typically
be classified as sensitive; also includes personally
identifiable information.

The scope of potentlally affected entities covers the following:

9.3.1

9.3.2

- All PPA Officials and Employees

Third-party vendors who collect, process, share or
“maintain PPA’s institutional data, whether managed or
hosted internally or externally.

933

Users of personally owned devrces that access or
maintain sensitive mstrtutlonai data.

Gutdehneslprocedures in handlmg/reportmg Information Security
Incidents:

941

943

All Users of PPA ICT resources must report in writing as
‘Incident Report all Information Security Incidents to the
ICTD Helpdesk, who will course the matter to the ICTD
Manager.

9 42 incident reportmg, from tdentlﬁcatron to reporting to the ICTD

Helpdesk, should be undertaken within 24 hours from

~ occurrence and even during off-reguiar hours or
 weekends.

Based on the Incident Report submitted, the ICTD
 Manager will direct the conduct an incident assessment
and coordinate with the entities concerned for the proper

~ and expeditious resoiutuon of the information security case

~ athand.

To avoid madvertent violations of government rules and
“regulations, individuals and RCs concerned should not
: release details of the Information Secunty Incident and
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9.5

9.5.1

9.5.2

9.5.3

~ affected electronic deVic,es or electronic media to any

other entity, including law enforcement organizations,
prior to the release of proper notifications on the
completed conduct of resolution to the mformatlon security
case under investigation.

- Governing Roles and Responsibilities are as follows:

The ICTD Manager is the ultimate authority to render a
final interpretation to the above-stated guidelines and shall
cause their implementation as well as initiate coordination
on the handling of serious Information Security Incidents.
It is incumbent upon the PPA Management and Staff, and
all Outsourced Personnel to report serious Information
Security Incidents to the ICTD Helpdesk within 24 hours

from knowledge of the said incident.

The reporting requirements and procedures covered in the
above-mentioned guidelines shall apply also to all third
parties, (i.e., vendors, contractors, and consultants), who
are contractually bound to limit the access, use, or
disclosure of PPA information assets. These third-party

~entities shall report potential or actual incidents to PPA,

through the ICTD Helpdesk.

For purposes of clarification, PPA has ownership and stewardship
of, and custodial rights over all its ICT files, data, and information
assets, regardiess of how or where these are stored, transmitted,
or processed.
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Annex |

10. ELECTRONIC MAIL

For its official email system, PPA has adopted a cloud-powered
productivity platform that uses subscriptions for software and other related
services. The subscription also allows office applications on desktop,
laptop, and mobile devices and provides cloud storage. In addition, this
productivity platform provides services that satisfactorily address the
information transmission and communication needs of the agency in its
day-to-day operation, administration, and management. The productivity
platform also includes online collaboration tools, social networking, that
can be used for private communication within the organization. Access to
these applications is determined by the user's internet access, and only
PPA personnel with approved email addresses may join their respective
groups or network. ‘

The following rules apply to the use of PPA’s cbrpo,rate email and related
activities:

10.1  PPA corporate email shall be used for official activities only.
Users shall not use the said facility for unlawful activities or for
personalffinancial gain.

10.2  Passwords shall never be shared or exposed to anyone besides
the authorized Users. The unauthorized use of email accounts
other than those assigned to a particular User is strictly

~ prohibited. Passwords that are lost or are suspected to be lost,
stolen, or disclosed shall be reported immediately to ICTD.

10.3 The contents of the email may be monitored to support
operational, maintenance, auditing, security, and investigative
activities. The Systems Administrator, upon approval by the ICTD
Manager, may review the contents of a User's mailbox during the
course of problem resolution/investigation.

10.4 PPA cannot provide an absolute guarantee that electronic
communications will be private. Users should be aware that
electronic communication can, depending on the technology
used, (e.g., hackers), be accessed, forwarded, intercepted,
printed, and stored by others.

10.5 Users shall not use vulgar, obscene, or insulting remarks in e-
mail messages.

10.6 PPA’s sensitive information must not be forwarded outside the
PPA without prior approval of the General Manager or his
designated PPA official.

10.7  Email messages shall be backed up and stored in cloud storage
as long as the license subscription remains active.

i 10,.8 Executable file attachments shall be automatically rejected to
prevent the spread of virus invasion. Such types of attachments
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10.9

- 10.10

10.11
10.12
10.13
10.14
'f0.15
10.16

1017

10.18

10.19

10.20

1021

may, however, be allowed on a case-to-case basis.

Email messages which are no longer needed for business

purposes shall be regularly purged by Users from their personal
email accounts to s&mphfy and ease records management and
retrieval.

RC Heads are requzred to submit to ICTD a request for email
accounts of their personnel as well as for email account
revocation for personnel due to any of the following

" circumstances:

6.7.10.1 User ends service to PPA (retir’émeht or resignation).

6.7.10.2 User is suspended from work.

6.7.10.3 User goes on extended leave dr AWOL.

Forwarding of chain letters and other spam mail is strictly
~ prohibited to prevent virus proltferatzon

‘Users are prohibited from allowmg anyone else to use/access

their electronic mail account.

Users are prohibited from reading or attempting to read any other
User's electronic communications.

A legal recipient disclaimer will be automatically added to all
external electronic mail messages.

~Users shall not misrepresent or falsify their identity on the internet
~or in any PPA communications. The Username, organization,

and other company-specific information shall be included in the

‘message or posting.

Users shall refrain from opening etectromc mail or suspect

attachments from unknown senders or when the subject of the

message seems inappropriate. -

Official company records communicated/transmitted through
electronic mail shall be identified, managed, protected, and
maintained as long as they are needed for ongomg operations,
audits, legal actions, or any other known purpose.

If sensitive, confi dentxal, and/or private information were lost or
disclosed to unauthorized parties, ICTD shall have to be notified
immediately by the User concerned.

Users shall imnmediately notify ICTDV through the Helpdesk, of all
unusual systems behavior, such as missing files, frequent system

- crashes, mtsrouied messages, -and other similar activities.

Users shall not probe secunty mechanisms at either PPA or other
Internet sites nor use and/or possess ‘tools for cracking

-information security.

Transmission of any material, document, or information that is
confidential in nature, in violation of any of the existing policies of

the PPA is prohibited.
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| 11 INTERNET secusm

11.1

112

113

114

11.5

116

117

. AnnexK

k The PPA’s mtemet facility shalt only be used for ofﬁc:a! actlvmes

Downloading of eva!uatlonlunllcensed software is proh:b:ted
unless duly noted by the RC Head and approved by the
Information and Communications Technoiogy Department.

Users should assume that all matenals on the xntemet are
copynghted unless spemf ic notice states otherwise.

Users shall not save permanent Passwords in their web bmwsers

~ because this practice may allow anybody who has physical

access to their workstatlons to access the lntemet with their
identities. :

- As long as approved by the authonzed iCTD personnei PPA
~ guests may be given access to PPA Guest Wifi. Access must be

limited to sites allowed by the PPA's internet security policy.

PPA’s internal systems and information must not be access:bte ‘
through the PPA Guest Wifi.

Unauthonzed mtemet hostmg is strictly prohabtted

_Users using PPA’s resources must not connect/surf to websntes
that contain sexually explimt racust violent, or other potentuaﬂy :
. oﬁens:ve material.

119

Use of Chat Software, eg ther MS T eams FB Messenger
and other forms of real-time communication software and
devices, which make use of the Internet and its related

technologies, is allowed. Online Internet games and gambling

- are strictly prohibited.

11.10

11.11

11.12

1143
 mail messages files on personal computers, web browser cache ,
~ files, web browser bookmarks and cookies, logs of web sites

When Users provide mfonnatmn on pubhc forums such as chat
sessions, bulletin boards, etc., they must also clearly indicate that
the opinions expressed are the:r own and nat necessanly those
of PPA. , : -

PPA reserves the nght to btock access to sztes deemed_ ;
mappropnate s :

Users of PPA's lntemet connectlon should reahze that their

communications are not automatically protected from viewing by

~ third parties. Unless encryption and/or other approved security

practices are employed ‘Users shall not send/post mformat:on if

‘they consider it to be private and/or confidential.

PPA may keep logs and reserves the right to examine electromc

- VISIied ‘and other mformatxon stored on or pass through PPA‘ e
b ccmputers ~ : ~
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1115

'Aﬂ software used to access the Werld ‘Wide Web must be
‘approved by ICTD and must mcorporate all appropnateiapproved
-vendor-provided security patches.

Access to mtemal services from the Internet shall be viaa secure

. ~,(encrypted) fogm process. Subsequent transacﬁon processes
shall be secure as well.

1116

The use of Termrnai Network (TELNET) connectron wzth fixed
Passwords over the Internet shal! be prohibited.

Al connections to and from the Intemet shall be authentrcated L
through a corporate-approved firewall. This precludes “dialing

~_around the company's Internet connectmn or dlaimg mto a

11.18

11.19

1120
1121

1122

computer from within the company

' Documentation, software, and other mtellectua! property must'

not be sold or otherwise transferred to any non-PPA User uniess
authonzed ~

Security credentrals such as iogms and Passwords shaﬂ only be

sent via the Internet through secure, encrypted means. Approval

from Management must be secured first for the use of other f
_similar transmission processes..

iCTD shall approve the hosting ofkaﬂ web pages on PPA-cwned ,
or operated systems

‘Any files downloaded over the World Wide Web shall be scanned
 for viruses, using approved virus detec'tmn software. :

All representattens on behalf of PPA must ﬁrst be cleared w:th‘ o
‘Management In addmon Users shall not release company

information or enter into any transactions such as contracts,

~including placing orders, until the identity of the individual or

1123

1124

 be monitored and controlled by ICTD. Likewise, installation and
~_ update of the seﬂware shau be done by authenzedldesagnated o
~ ICTD per ' :

if sensatsve conﬁdentlal andlor pnvate mformatmn were lostor
\suspected to be lost or disclosed to unauthorized parties, cI -
_shall have to be notrﬁed smmedlately by the UserIRC Head

o concemed : ‘

If unaufhenzed use of F‘PA mformataon system has been done or

11.25

L qize

,orgamzatxen bemg contracted is confirmed.

‘Users should not mrsrepresent or falelfy therr sdentlty on thef
_Internet or in any PPA commumcataons In official company

communications, the User's name, organizatton and other

~ company-specific mfarmatron shall be mciuded in the message
or postmg : ~ o :

Copying softwere in a manner that is not cons:stent with thef
vendor’s license is strictly forbidden. All licensed software shall

s suspected to have taken place, ICTD shall have to be notifi ed

lmmedrateiy by the User/RC Head concemed.
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11 27

1128

11.29

Al unusual systems behavaor such as mlssmg ﬁles frequent

~ system crashes, misrouted messages, and other s:rmlar .
, occurrencesﬁncrdents must be reported lmmedtately to lCTD

The spec;ﬁcs of any possible securlty problems shall be kept‘ o
~ confidential to the lmmedtate management and secunty
~ personnel. : , ,

Users shall not test security mechamsms at either PPA or other :

~ Internet sites nor use and/or possess tools for defeating

information security unless pr;or wntten permtssnon has been =

s 'obtamed from ICTD
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AnnexL

12. VIRTUAL PRIVATE NETWORK (VPN)

12.1

122

12.3

124

12.5

12.6

12.7
12.8

It is the responsibility of ICTD to ensure that unauthorized Users

are not allowed access to PPA’s lnteme‘tynetworks. :

VPN user access will be controlled using strong passphrases.

When a User is actively connected to the VPN, it will force all
traffic to and from the electronic over the VPN tunnel; all other
traffic will be dropped. :

VPN gateways will be set up and managed by ICTD.

All computers connected to PPA internal netwbrks via VPN, or
any other technology must use the most licensed and up-to-date
anti-virus; this includes personal computers.

Users with VPN connectivity shall be automatically disconnected
from the PPA’s network after thirty minutes of inactivity. The User
must then log on again to re-connect to the network. Pings or
other artificial network processes are not to be used to keep the
connection open. '

Only PPA-approved VPN client software may be used.

By using VPN technology on personal equipment, Users must
understand that their machines are a de facto extension of the
PPA’s network, and as such are subject to the same rules and
regulations that apply to PPA-owned equipment, i.e., their
machines must be configured to comply with the PPA’s existing
security policies.
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Annex M

13. REMOTE ACCESS AND COLLABORATION TOOLS

13 1 Remote Access

13.1.1

1312

13.13

1314

13.15
13.1.6

13.1.7

13.1.8

13.1‘;.9 ,

13.1.10

Access to PPA Systems and workstations through remote
connection is allowed provided that, safety access protocols :

~ are followed.

Only those employeeslconSuItantslcontractors ~ with

- approved work-from-home arrangements can connect to
~ the networked systems of PPA.

PPA—authonzed remote access shaﬂ be stnc:tly for official
use.

SSL VPN accounts shall undergo proper naming convention
to determine ‘the proper identification of remote access

‘users.

“Employees electmg to use remote access shall be
‘responsible for ensuring that their home desktop/laptop is

free from viruses, malware, Trojan, and other malicious

‘software. :
‘Remote Access 'sessions to workstations requested by

work-from-home personnei shall be done by the ICTD
Technical team to be accompamed by an RC personnel on

- duty to ensure secured access to office premises.

Employees remotely accessing workstations are not
allowed to make modifications of any kind to software

_installed in it without the express approval of ICTD.

Remote Access to workstations in the Head Office shall only
be allowed from 9:00 AM until 4:00 PM from Monday to
Friday to provide time for security and housekeeping

~ protocols.

Once the Agency s desktoplworkstat:on is successfuﬁy

accessed, it is recommended that the user store or upload
all needed files in PPA's Cloud Storage in Microsoft
OneDrive for easier file access/retrieval. Cloud Storage is

~ available 24/7 and can be accessed through the mternet o

w:thom havmg to connect to remote access.
Access to the workstation through remote connection shal!

be limited to the requestmg personnel's designated
computer unit only. Accessing any other workstations is

~ prohibited unless approved by the Head of the requesting i
- unit. The purpose for remote access should be properly

mdtcated in the IT Semce request form.
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13.1.11 Remote access to the company’s desktop/workstation shall
' be limited to one-time access only or unless deemed
necessary especially for WFH arrangements.

13.2  Collaboration Tools

13.2.1 Use of collaboration tools is allowed provided that, safety
access protocols, as well as online work ethuettes are
followed.

132.2 Ensure that the connecting desktop/laptop is free from
viruses, malware, Trojan, and other malicious software
when using collaboration tools.

13.2.3 Send invitations to participants through official email or
direct messages on official messaging applications only to
prevent unauthorized participation and compromise the web
host channel.

13.24 Use a complex password or meeting identification to
prevent intruders from joining when hosting a web
conference or an online meeting.

13.2.5 Utilize the use of status indicators to inform other members
of availability. ‘

13.3  Management of Remote Access & Collaboration Tools

13.3.1 The ICTD Technical Group in the Head Office and
designated Site Administrators at the Port Management
Offices shall ensure the use of authorized remote access
and collaboration tools is suitably controlled within their area
of responsibility in line with the objectives of this policy.

13.3.2 ICTD reserves the right to implement strict technical

: controls whenever necessary to prevent the use of remote
access and PPA-managed collaboration tools in certain
circumstances.

13.3.3 ICTD reserves the right, through policy enforcement and
any other means it deems necessary, to limit the ability of
end users to transfer data to and from specific resources
while connected via remote access.

13.3.4 ICTD shall monitor and record information as regards each
‘ ~user's access and/or connection to PPA’s networks when
remote access is detected.

13.3.5 ICTD, using authorized monitoring tools, shall record the
dates, times, duration of access, etc. to detect unusual
remote access patterns or other suspicious activity. This is
done to deter unauthorized access to accounts/comptters
electronic devices, or networked resources. In all cases,
data protection remains PPA’s highest priority.
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- 13.36 lCTD may control and admimster all PPA corporate emall
~ and SSL VPN account, including modifying and terminating
user access upon request of the immediate supervisor/unit

head of the user or due to suspicious activity detected.

1’3;'3.7 Failure to comply with these guidelines, may, at the full
, ~ discretion of PPA Management, result in the suspension of
any or all technology use, and connectivity pnwleges as well

as disciplinary action when warranted
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Annex N

14. FIREWALL SECURITY

14.1

14.2
14.3

All internet connectivity paths, and internet services must pass
through firewalls for security, control, and restrictions.

Firewall backup files must be kept close to the server at all times.
All firewall servers must be placed in a physically secured area

~accessible only to authorized ICTD personnel.
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15.

153

AuDIT
151

152

15.4

 Annex O

When requested and for the purpose of ‘perform'mg' an audit, any
systems access needed will be provnded to members of the Audit
Team.

Database Admmistrators shall contmuously momtorlaud:t User
access to sens:tme objects as well as actions on the: database.

Al secunty-related events on critical or sensitive systems must be

logged and audit trails saved as follows:

15.3.1 Al secunty—related logs wcﬂ be kept online for a minimum
of one (1) month.

15.3.2 Dally incremental data backup legs will be retained for at
,least one (1) month.

15.3.3 Week!y full data backup logs will be retained for at Ieast
one (1) month.

15.3.4 Monthly full data backup iogs wnll be retained for a minimum

of two years.
During the audit penod such logs or backups must be secured in a

“manner that they cannot be modified and can be read only by

authorized PPA personnel. Said logs are important for error

correction, security breach mvest:gattons and any other related
~ tasks. :
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16.

Annex P

ACCEPTABLE USE OF COMPUTER EQUIPMENT

16.1 All employees will only use the ICT Equipment for its authorized
purposes. Use of IT equipment for personal benefit, business, or
partisanship is strictly prohibited.

16.2  All users are required to lock their desktop computers or laptops
' when not in use or they are away from their desks. An automatic
screen saver that can only be turned off with a password set to

10 minutes must be used when you leave your workspace.

16.3 Changes in configuration and settings such as installation,
modification of hardware or software, and removal of software,
databases, and operating system in all IT equipment shall only
be done by authorized ICTD personnel.

16.4  Bring Your Own Device (BYOD)

This policy establishes the PPA ICT Policy guidelines for PPA
employees, Contractors, Consultants, guests, and Third-party
service providers’' use of personally owned electronic devices for
work-related purposes. o '

16.4.1 The following are the equipment covered by the Bring
Your Own Device (BYOD) policy including but not limited
fo:

e Desktops, laptops, and tablet computers ;

e Smartphones (defined as any cellular telephone
that connects to the internet via Wi-Fi or a mobile
provider network)

e Flash, memory, and/or thumb drives, and external
hard disks

e iPods, MP3 media players, and similar
entertainment and portable music devices that
connect to WiFi networks.

+ Wearable devices such as watches; VR headsets,
and augmented reality glasses with WiFi or
Bluetooth

16.4.2 All Bring Your Own Device (BYOD) owners are
required to have written approval from their respective
supervisor before entering the office premises and will -
only be used for work-related activities.

16.4.3  Connection of BYOD to the PPA network will only be

o permitted with the approval of the RC department head
and ICTD. '

‘:16.4.‘4  For desktop PCs, laptops, tablets, and smartphones,
~ ICTD personnel must ensure that the BYOD device
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16.4.5

1646

16.4.7

has a licensed Operatmg System installed and must be
equipped with an up to date Antivirus software against
viruses, spyware, and other malware mfect:ons :

All BYOD Equipment is prohtblted to bypass any of

PPA’s hardware and software security measures by
using Virtual Private Network (VPN) apphcatlons and
other Internet proxy sites among others that may pose
a threat to the systems and networks or that could

introduce application mcompatlbmtues {any such

findings should addressed first or be removed'
altogether before proceedmg)

Upon resignation or termmatlon of employment, or at
any time upon request, the PPA employee may be

‘asked to produce the personal device for inspection.

All Agency data on personal devices will be removed
by IT upon the termination of employment

For security, data protection, and network

‘maintenance designated ICTD personnel has the

authonty to access, mspect monitor, remove, and
restrict ICT resources (both PPA assets and BYOD) at
any time. , ,
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17.

Annex Q

INFORMATION TECHNOLOGY (IT) ASSET

The following are the procedures that must be observed for the effective
mamtenanoe of IT assets.

17.1

Software and Other Applications and Operating System

To minimize the risk of corruption to operating systems or
integrated applications, the controls shall inciude, but not
necessarily be limited to, the following:

17.1.1

1712

17.1.3

17.1.4

1715

17.16

1717

17.1.8

ICTD-ADSD shall retain user documentation including

licenses and technical specifications of information

systems software. ,

ICTD-ORSD and/or ADSD shall perform updating of the

operating systems and program/application backups

when necessary.

ICTD-ORSD and/or ADSD shall apply update patches to

the operating system and/or application software only

after full functionality has been verified through applicable

testing methods (unit, integration, regression, etc.)

ICTD-ADSD shall ensure that change control procedures

are documented and followed during the scheduled

software maintenance and take into consideration the

following:

e The approval and notnﬁcatnon process

e Interfaces with other applications, systems, or
processes ‘

» External agency and departmental interdependencies

« Change categories, risks, and type.

* The change request prccess
When special or emergency situations make it necessary
to perform maintenance operations outside of the normal

‘system operations schedule, these situations must be

documented, and all affected users duly notified.

When maintenance support is provided by a third party,
nondisclosure statements shall be signed by authorized
representatives of the third party entity before any
maintenance support is performed

External Support Group/Vendor or Suppher of
outsourced software shall be given physical and logical
access a level supported by Service Level Agreement
(SLA).

External Suppart Group actwmes shall be contmuousiy_

, controlied and monitored by designated ICTD personnel
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72

17.2.2

'17.1.9 ICTD-ADSD shall maintain records of all updates and/or

modifications performed on any in-house and outsourced
software application ensuring the correct version of such
software.

' Hardware and Peripheral Devices
17.2.1

ICTD-ORSD shall retain user documentation and
technical specifications of information technology
hardware. : Y

Documentation shall be secured from unauthorized use
and made readily available to ,support system

 maintenance and system support staff.

17.2.3

17.2.4

17.2.5

ASD-PMD with the assistance of ICTD shall Identify and
record its information technology (IT) hardware assets in
a formal hardware inventory/register

ASD-PMD shall identify and mark all IT hardware with
agency-unique physical asset tags and that the
inventory/register | is kept up to date.

The formal hardware inventory shall include all
information necessary that will identify the date

purchased, warranty period, serial number, location,

~ existing user, and other relevant information.

17.26

17.2.7

ICTD-ORSD shall provide or arrange maintenance

“support for all critical/production IT equipment located at

the Head Office, Central Facility, and Data Recovery
Center that is owned, leased or licensed by the PPA
Head office.

The PMO through its de&gnated Site Administrator shail |
provide or arrange maintenance support for all PPA IT
assets and equipment located at its office, base port, and

- terminal ports under its jurisdiction.

17.2.8

When necessary, ICTD and PMO shall arrange support
services through appropriate maintenance agreements
or with qualified technical supp‘ort staff.

17.2.9 When maintenance support is provided by a third party,

nondisclosure statements shall be signed by authorized
representahves of the third party before any maintenance
support is performed.

%17 2. 10!CTD—ORSD shall maintain records of all maintenance

activities performed on any PPA’s IT assets.
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~ 17.3  Monitoring Tools and Access Configuration

17.3.1 ICTD-ORSD shall use a comprehensive set of
management tools (e.g., maintenance utilities, remote
support, enterprise management tools, and backup
software) in order to monitor and update on the current
state and utilization of IT assets and facilities. (e.g., patch
management processes, incremental software updates,
etc.)

17.3.2 ICTD-ORSD shall monitor information systems (e.g.,
using Simple Network Management Protocol (SNMP)) so
that events such as hardware failure and security
incidents can be detected and responded to effectively.

17.3.3 ICTD-ORSD shall review maintenance records on a
regular basis to verify configuration settings, evaluate
password strengths and assess activities performed on
the server (e.g., by Inspecting activity logs).

17.3.4 ICTD-ORSD shall ensure that user access rights and
- privileges are clearly defined, documented, and reviewed
for appropriateness.

17.3.5 ICTD-ORSD shall considef the risk of exposure when
administering system resources.

17.3.6 ICT-ORSD shall take reasonable actions to ensure the
~ authorized and acceptable use of data, networks, and
communications transiting the system or network.

17.4  Backup Power Generators

7.4.1 ASD shall ensure the availability of Backup Power
~Generators that can provide uninterrupted electrical supply
during power outages. When a backup generator is
‘employed, ASD/PMO shall observe the following
requirements. :

e Regularly inspect the generator to ensure it remains
~ compliant with both safety and manufacturer
maintenance requirements, and either has an
‘adequate supply of fuel (for internal combustion
L generamrs) or has sufﬁcrent charge (for stored
‘ kbattew banks).
e Ensure the generator has the capacity to sustain the
power load required by the attached equipment for a
: prolonged penod of time.

e Ensure the generator is tested according to the

- manufacturer's specifications.
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17.5

176

e Ensure that personnel are fully trained to operate and
maintain the backup power generators to avoid the
risk of fire or damage to IT facilities/equipment.

e Backup generators are usually combined with a

~ smaller battery-based uninterruptible power supply
to protect critical information technology systems that

~demand high availability. Such a combination
supports an orderly shutdown if the generator fails,
minimizing potential tor equipment damage or data

loss, and can also provide continuous business
operations if the cutover to the generator is too slow
to provide power immediately with no interruption.

e ASDshall prepare a contingency plan to be followed

in the event the Iockup generator fa|ls

Fire Suppressing Equlpment

17.5.1 ASD shall ensure the avanabi!ity: of fire-suppressing

equipment that will protect the Agency’s IT assets. When

~ a fire suppressing equipment is used, ASD/PMO shall

observe the following requirements:

e Regularly inspect the fire-suppressing equipment to
ensure it remains compliant with relevant industry
safety standards and manufacturer maintenance
requirements.

e Ensure that the fi re-suppressmg equipment is tested

according to the manufacturer's specifications.

e Ensure that designated personnel is fully trained and
‘knowledgeable in operating such equipment to avoid
unnecessary damage to PPA IT facilities/equipment.

D:sposal of PPA IT Assets and Resources

- 17.6.1

17.6.2

1'7.6,;3

Based on existing mventory' ICTD shall |dent|fy all |T
assets (software, software licenses, hardware, and

_peripherals) which have reached its end-of~hfe and/or

end-of-support.

If the asset Isbeyond‘fepai’r, such shall have to be
retm"ned to ASD-PMD for proper inventory and disposai

The Slte Admxmstrator from the PMO and/or ICTD
Technical Support Group shall ensure the removal of the

IT asset for d:sposal or any of its components from the

& 7.64

equ:pment

The ‘Site Admmastrator from the PMO and/or !CTD"
Techmcal Support Group shall sanitize the eqmpment to

- remove restricted or highly all sensitive information from

”
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associated media, foﬂcwmg proper procedure when the
information system or any of tts components requtre a
disposal process. :

o ~ 1765The PMO/RC property custod;an shaii accomphsh a

Property Return Slip and submit it to ASD—PMD tcgether L
with the item/s to be retumed ‘

17.6.6ASD-PMD shall inspect the returned property and
acknowledge receipt accordmgly

17.6.7 ASD-PMD shall update the inventory of assets ot
conduct an inspection of unserviceable equipment or
property to venfy justifi ication for dlsposal

17 6.8 ASD-PMD shall categorlze each and every asset far ‘
disposal, appraise the equlpment and prepare an
Inspection Report Whlch shall mdtcate the followmg

information:

1= descnpt!on quantity, and spec;f‘ catmns of the
equipment or pmperty ~

2- date of purchase ‘
3- acquisition cost
4 - physical condition
: ~ 5-appraised value
6- remarkslrecommendations -

17 6 9The modes of disposal shaH foﬂew the Manuai on
Disposal of Government Properties, existing Commission
- on Audit Regufatlons and other related lssuanoes ‘
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